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Abstract— The ethical development and deployment of artificial intelligence (Al) is a rapidly evolving field
with significant implications for society. This paper delves into the multifaceted ethical considerations
surrounding Al, emphasising the importance of transparency, accountability, and privacy. By conducting a
comprehensive review of existing literature and case studies, it highlights key ethical issues such as bias in
Al algorithms, privacy concerns, and the societal impact of Al technologies. The study underscores the
necessity for robust governance frameworks and international collaboration to address these ethical
challenges effectively. It explores the need for ongoing ethical evaluation as Al technologies advance,
particularly in autonomous systems. The paper emphasises the importance of integrating ethical principles
into Al design from the outset, fostering sustainable practices, and raising awareness through education.
Furthermore, the paper examines current regulatory frameworks across various regions, comparing their
effectiveness in promoting ethical Al practices. The findings suggest a global consensus on key ethical
principles, though their implementation varies widely. By proposing strategies to ensure responsible Al
innovation and mitigate risks, this research contributes to the ongoing discourse on the future of Al ethics,
aiming to guide the development of Al technologies that uphold human dignity and contribute to the common
good. Research the ethical considerations and societal impacts of Al, focusing on issues like bias in Al
algorithms, privacy concerns, or the effect on employment. This can involve a comprehensive review of

existing literature and case studies.
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. INTRODUCTION

In the age of technological acceleration, Artificial
Intelligence (Al) stands at the forefront, heralding a new
era of innovation. Its applications, ranging from enhancing
efficiency in industries to revolutionising sectors like
healthcare and transportation, hold the promise of
addressing some of the most pressing challenges facing
humanity. Yet, the ascent of Al is intertwined with
complex ethical dilemmas and societal concerns that
warrant meticulous scrutiny.

This research paper embarks on an in-depth exploration of
these ethical quandaries, employing a comprehensive
review of scholarly articles, case studies, and theoretical
discourses. Our objective is to distil the essence of existing
debates and insights surrounding the ethical deployment
and development of Al technologies.
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Central to our examination is the acknowledgment that Al's
ethical considerations extend across diverse societal
domains, encapsulating issues related to privacy, equity,
accountability, transparency, and the broader societal
ramifications. With Al systems gaining autonomy and
becoming more integrated into the fabric of daily life, the
necessity for robust ethical guidelines and governance
frameworks becomes paramount.

Our investigation is driven by a series of pivotal questions
aimed at dissecting the ethical underpinnings of Al
development and application:

e Which ethical principles ought to steer the
development and deployment of Al systems?

e How can we ensure that Al technologies are
crafted and utilised in ways that uphold human
dignity and contribute to the common good?
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e What significance do transparency,
accountability, and privacy hold in the ethical
application of Al, and what mechanisms can
ensure their adherence?

e How do existing global regulatory frameworks
measure up in addressing these ethical concerns?

By dissecting these inquiries, this paper endeavours to
provide a comprehensive and nuanced analysis of the
ethical landscape that Al inhabits, focusing on the
mechanisms for ensuring responsible innovation and the
potential pathways for navigating the ethical minefields
posed by Al's evolution.

1. SURVEY OF LITERATURE ON ETHICS
OF Al DEVELOPMENT AND
DEPLOYMENT

A systematic literature review is a robust methodology
employed in research to gather, assess, and synthesize
existing literature on a specific topic. Unlike traditional
narrative reviews, systematic reviews adhere to a
structured and transparent process, ensuring rigour and
comprehensiveness. The systematic approach involves
defining clear research questions, systematically searching
relevant databases, applying predetermined inclusion and
exclusion criteria to select studies, and synthesizing
findings using explicit methods. By minimizing bias and
subjectivity, systematic reviews provide reliable evidence
to inform decision-making, policy formulation, and further
research (Kitchenham and Charters, 2007)

Undertaking a systematic literature review on Al ethics
offers several benefits and justifications:

® Comprehensive Understanding: Al ethics is a
multifaceted domain encompassing diverse
perspectives from philosophy, computer science,
law, sociology, and other disciplines. A
systematic review enables researchers to
comprehensively explore and synthesize existing
knowledge, including theoretical frameworks,
empirical studies, and practical insights. By
integrating findings from various sources,
researchers gain a holistic understanding of the
ethical implications of Al technologies.
(Kitchenham and Charters, 2007)

® Identification of Gaps and Contradictions: The
rapid advancement of Al technologies and the
proliferation of ethical concerns create a dynamic
and evolving landscape. A systematic review
helps identify gaps, inconsistencies, and
contradictions in the literature, thereby
highlighting areas for further investigation and
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refinement. By systematically analyzing the
existing body of literature, researchers can
identify emerging trends, unanswered questions,
and areas requiring additional scrutiny.
(Kitchenham and Charters, 2007)

® FEvidence-Based Decision Making: Informed
decision-making in the field of Al ethics requires
a solid foundation of empirical evidence and
scholarly insights. Systematic reviews provide a
robust evidence base by synthesizing empirical
studies, expert opinions, and stakeholder
perspectives. Policymakers, industry
practitioners, and researchers can use the findings
of systematic reviews to formulate evidence-
based policies, design ethical guidelines, and
guide ethical decision-making in the development
and deployment of Al technologies. (Kitchenham
and Charters, 2007)

® Enhancement of Transparency and
Reproducibility: Transparency and
reproducibility are essential principles of
scientific research. Systematic reviews adhere to
rigorous methodological standards, promoting
transparency in the research process and
facilitating the replication of findings. By
documenting the search strategy, selection
criteria, and synthesis methods, systematic
reviews enhance the transparency and
reproducibility of research, thereby fostering trust
and credibility in the scientific community.
(Kitchenham and Charters, 2007)

Hence, the paper attempts to capture the essence of some
of the seminal studies that have been done in the feild of
Al ethics.

Al ethics is becoming a widely discussed issue among
academics and governments worldwide. Various research
organizations, attorneys, think tanks, and regulatory
entities have been active in creating Al ethics rules and
concepts during the past few years. Nonetheless, there is
ongoing discussion on the application of these ideas. (Ali,
2021)

Globally, the swift development of artificial intelligence
(Al) has produced a plethora of options, ranging from
enabling human interactions through social media to
facilitating healthcare diagnostics and generating labor
efficiencies through automated work. But these quick
adjustments also raise important ethical issues. These
result from Al systems' propensity to instill prejudice,
exacerbate climate change, endanger human rights, and
other negative outcomes. These threats related to Al have
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already started to exacerbate pre-existing inequality,
further harming already marginalized populations®.

The use of Al has improved efficiency and reduced costs,
all of which are good for societal progress, economic
expansion, and human well-being. For example, the Al
chatbot can reply to consumers' questions whenever they
want, which would increase sales for the business and
increase customer satisfaction. Through telemedicine
services, Al enables doctors to provide care for patients
who are in faraway regions. Without a question, humanity,
society, and our everyday lives are already being impacted
by the swift advancement and widespread use of
Al.(Huang, Zhang, Mao, and Yao, 2023)

Acrtificial Intelligence has advanced to unprecedented
levels of capability. The Fourth Industrial Revolution is
arguably upon us, according to many industry experts. An
MIT study? found that a worker's productivity can increase
by 14% with almost no use of Al. This has drawbacks, even
though it does offer a lot of advantages®.

One crucial first step in foreseeing and reducing the
possible negative effects of Al research is the development
of ethics review procedures. To ensure long-term success,
however, a concerted community effort is needed to
support the testing of various ethics review procedures,
analyze their impact, and create platforms for a range of
community voices to contribute ideas and promote
standards. A growing number of people are becoming
aware of the possible drawbacks that Al and ML research
may have on society as these fields of study develop. The
foremost authorities on this subject—the researchers
themselves—are the only ones who can assist in
anticipating and reducing these effects.(Srikumar, 2022)

Over the past decade, various private companies, research
institutions, and public sector organisations have released
principles and guidelines regarding ethical artificial
intelligence (Al). However, there is ongoing discussion
regarding the definition of "ethical Al" and the specific
ethical requirements, technical standards, and best
practices necessary for its implementation. In order to
determine if there is a worldwide consensus forming on
these issues, Jobin, lyenca, Vayenca (2019) examined and
studied the existing collection of principles and guidelines
on ethical artificial intelligence. The findings of their study
indicated that there is a worldwide agreement on five
ethical principles: transparency, justice and fairness, non-

1 https://www.unesco.org/en/artificial-
intelligence/recommendation-ethics
2https://www.cnbc.com/2023/04/25/stanford-and-mit-study-ai-
boosted-worker-productivity-by-
14percent.html#:~:text=MIT%20study%3A%20A.1.-
,boosted%20worker%20productivity%20by%2014%25%E2%8

Int. j. eng. bus. manag.
www.aipublications.com

Principles Governing Ethical Development and Deployment of Al

maleficence, responsibility, and privacy. However, there
are significant differences in how these principles are
understood, why they are considered significant, which
specific issues, domains, or actors they apply to, and how
they should be put into practice. Their findings emphasise
the importance of combining guideline creation efforts
with  thorough ethical analysis and efficient
implementation strategies.(Anna, Marcello and Vayena,
2019)

Al technologies are becoming more and more prevalent in
our culture. As they become increasingly commonplace,
several real-world occurrences also highlight their possible
harmful effects. Ethics must be incorporated into Al
system development, as Al ethics have shown.
Nevertheless, there aren't many frameworks available right
now to help comprehend how Al ethics are actually put
into practice. The role of ethics in software development
has changed as a result of the increasing use of autonomous
systems (AS) and artificial intelligence (Al) in software
development projects. The concept of active users might
be questioned in the context of Al systems, which is one
significant distinction between them and traditional
software systems. For Al systems, people are essentially
just objects that they can manipulate or exploit to gather
data most of the time. However, rather than being
individuals, companies are typically the ones who use Al
systems. Consent is an issue here, not the least of which is
the possibility that one is not even aware that they are being
exploited by an Al to gather data. (Vakuri, Kamel and
Abrahamson, 2019)

The unique characteristics of Al highlight both the
scientific and computer/technical aspects, aiding in the
scientific community's understanding and replication of
human intellect. This interdisciplinary feature represents
the meeting point between the cognitive revolution and
earlier decades of computability theory. It's also critical to
keep in mind that artificial intelligence is a collection of
technologies rather than a single one. (Bertocini and
Serafim, 2023)

Though they are typically not referred to as "Al," Al
algorithms are becoming more and more prevalent in
contemporary culture. It's possible that the above scenario
is happening right now. Developing Al algorithms that are
both powerful and scalable, as well as transparent to
inspection, is crucial for societal reasons. It is pretty simple
to imagine the types of safety risks that could arise from Al

0%94those%20who%20use%20it%20%27,replace%20those%?2
0who%20don%27t%27 &text=Artificial%20intelligence%20tool
5%20like%20chatbots,was%20first%20reported%20by%20Bloo

mberg.
3 https://securiti.ai/ai-requlations-around-the-world/
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functioning just within a given domain. Handling an AGI
in unpredictable situations is a unique challenge. (Bostrom
and Yudkowsky, 2011)

Cussins Newman and Oak clarify that ethical issues may
arise from the potential use and abuse of Al. They add, "For
instance, recent developments in Al systems that can
produce artificial text, audio, and video have useful
applications, but they can also be used to cause significant
harm." In addition to writing poems and short stories,
language models may also produce false news reports,
assume the identity of another person online, and create
abusive and phishing content automatically*.

One crucial first step in foreseeing and reducing the
possible negative effects of Al research is the development
of ethics review procedures. To ensure long-term success,
however, a concerted community effort is needed to
support the testing of various ethics review procedures,
analyze their impact, and create platforms for a range of
community voices to contribute ideas and promote
standards. The area of Al research is currently in a similar
position. In high-stakes applications like automated
decision-making and law enforcement, where the tools
have the potential to exacerbate prejudice, unfairness,
misuse, and other evils at scale, algorithmic systems are
currently being used. A growing number of people are
becoming aware of the possible drawbacks that Al and ML
research may have on society as these fields of study
develop. The foremost authorities on this subject—the
researchers themselves—are the only ones who can assist
in anticipating and reducing these effects. It is our belief
that a concerted community effort will necessitate: (1)
more investigation into the impacts of ethics review
procedures; (2) more testing of these procedures
themselves; and (3) the establishment of forums where a
variety of perspectives from within and outside the AlI/ML
community can exchange ideas and promote standards.
(Siau and Wang, 2020)

Fostering a commitment to utilize Al in the service of
humanity and the common good, trying to promote human
happiness and freedom, and treating the developing risks
correctly and proportionately are the key objectives of the
ethical guidelines for human-centric Al. Developers have
observed that there is a significant window of opportunity
for both financial and technological success right now. The
goal of taking advantage of this chance is to increase public
and societal confidence in socio-technical Al contexts. A
competitive edge in the global market could be gained by

4 https://cltc.berkeley.edu/publication/ai-ethics-in-practice/
5

https://www.frontiersin.org/articles/10.3389/fcomp.2022.77683
7/full
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creating morally superior Al solutions by incorporating the
tenets of trustworthy Al into goods and services. It is
believed that moral behavior will boost economic
competitiveness, benefiting both moral anthropologies
voiced in the document®.

A recurring motif in Al policies is the focus on
accountability and openness. Governments are putting
pressure on companies developing Al algorithms to make
them more transparent and comprehensible. In order to
overcome prejudices, stop discrimination, and hold Al
developers and users accountable for their deeds, they are
also supporting accountability mechanisms. Al rules
frequently address topics including data protection and
privacy, safety and security, intellectual property rights,
and liability frameworks in addition to openness and
accountability. Governments are realizing more and more
that in order to create Al laws that support economic
development and innovation, they must also safeguard
citizens' private information and proprietary rights.®

Beyond just openness and responsibility, the field of Al
regulation also encompasses the protection of personal
data, the safeguarding of individuals' safety and well-
being, the defense of intellectual property, and the
establishment of liability standards. Authorities are
increasingly conscious of the importance of securing
personal data and proprietary information in the course of
creating Al policies that simultaneously support innovation
and stimulate economic advancement.

There is a debate around the extent of Al regulations, with
some suggesting that rules should be precise and limited to
prevent hampering technological progress. In contrast,
others argue in favor of broad and comprehensive
regulations that address a multitude of ethical issues.
Finding the appropriate equilibrium is key to ensuring that
Al technology advances in a manner that is ethical and
responsible, thereby maximizing benefits for society as a
whole.

As per IBM’ With the growing adoption of artificial
intelligence (Al) in society, there is a growing concern
about the presence of human biases in Al systems.
Instances of Al bias in practical scenarios demonstrate that
when discriminatory data and algorithms are included in
Al models, the models propagate prejudices on a large
scale and intensify the subsequent adverse consequences.
Thus, Al bias, also referred to as machine learning bias or
algorithm bias, refers to Al systems that produce biased
results that reflect and perpetuate human biases within a

6 https://www.itexchangeweb.com/blog/ai-requlatory-initiatives-
around-the-world-an-overview/

7 https://www.ibm.com/blog/shedding-light-on-ai-bias-with-
real-world-examples/
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society, including historical and current social inequality.
This is also a pivotal concern while trying to define
frameworks regulating Al with the objective of minimizing
such biases that percolate into Al systems.

Given the substantial societal effects that Al is already
and will continue to have, as well as its potential impact
on the future of humanity, there is a growing consensus
among scientists, professionals, and the general public that
regulations and policies are necessary to oversee the
development and utilization of Al. Experts concur that
promptly establishing the permissible applications of
artificial intelligence (Al) is of utmost importance.

Thus, the study finds that across the world, certain key
concerns have emerged over the years regarding the
principles that need to be kept in mind while developing
and deploying generative Al. These are:

1. Transparency concerns
2. Privacy concerns

3. Biasin Al

4. Accountability in Al
5. Societal Impacts of Al

In the section below, we have broken down the key
findings of the survey of literature into research questions
that we will explore further.

1. ANALYTICAL FRAMEWORK

Building upon the findings of the survey of literature, the
study seeks to explore the following questions under each
of the key aspects identified above:

1. Transparency

a. What are
explainability?

b. Why are
explainability?

transparency and

transparency and

C. How are current Al governance
frameworks and regulations addressing
the issue of transparency in Al?

d. What role do international standards and

guidelines play in promoting
transparency in Al development and
use?

2. Privacy Concerns:

a. How do Al technologies affect
individual privacy, especially with the
proliferation of data collection and
processing?

Int. j. eng. bus. manag.
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b. What are the key challenges in balancing
the benefits of Al-driven analytics with
the need to protect personal privacy?

C. How have various legal and regulatory
frameworks addressed privacy concerns
related to Al, and what gaps remain?

3. Biasin Al Algorithms:

a. How does bias manifest in Al
algorithms, and what are its primary
sources?

b. Inwhat ways do biases in Al algorithms
impact decision-making in critical
sectors such as healthcare, criminal
justice, and employment?

C. What methodologies and frameworks
have been proposed or implemented to
identify, measure, and mitigate bias in
Al systems?

4. Accountability

a. How can we ensure accountability in Al
decision-making processes?

b. Who should be held accountable for the
decisions and actions of Al systems,
particularly in cases where they cause
harm or negative consequences?

C. How can we develop and use Al
responsibly to address environmental
challenges and promote a sustainable
environment?

5. Societal Impacts:

a. How does Al influence social
dynamics, including equity, social
inclusion, and power distributions?

b. In what ways can Al contribute to or
exacerbate social inequalities, and
what measures can mitigate such
outcomes?

C. How can Al be harnessed to address
societal ~ challenges, such as
improving healthcare accessibility,
enhancing education, and combating
climate change?

Based on the findings of the questions above, the study will
also seek to explore the possible future of Al ethics, which
can serve as the starting point for further research. The
questions that we will seek to answer are as follows:
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6. Future of Al Ethics:

a. What are the emerging ethical
challenges as Al technologies evolve,
especially with advancements in areas
like autonomous systems and
generative Al?

b. How can the global community foster
collaboration to address the ethical
implications of Al on an international
scale?

C. What are the long-term visions for the
ethical integration of Al into society,
and how can current research
contribute to this future?

Lastly, the study will examine existing Al regulation
policies on the framework devised as part of the study and
measure the potency of the regulation on the five
parameters of:

1. Transparency concerns
2. Privacy concerns

3. Biasin Al

4. Accountability in Al

5. Societal Impacts of Al

The regulations that will be studied have been provided
below:

European Union (EU)
Canada

China

Japan

South Korea
Singapore

United Kingdom (UK)
United States (US)
OECD Countries

10. India

3.1 Transparency

© © N o gk wDd R

International standards and regulations for artificial
intelligence (Al) frequently mandate the transparent
deployment of Al systems and the provision of
explanations for their functioning. Termed "transparency”

8 https://nvipubs.nist.gov/nistpubs/ai/N1ST.Al.100-1.pdf

9 https://legalinstruments.oecd.org/en/instruments/oecd-legal-
0449

10 https://www.whitehouse.gov/wp-
content/uploads/2022/10/Blueprint-for-an-Al-Bill-of-Rights.pdf
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and "explainability," these principles are crucial elements
that firms should include in their Al governance plan.

Transparency refers to the quality of being open, clear, and
easily understood. It involves providing information and
making processes visible to others. Explainability, on the
other hand, refers to the ability to provide clear and
understandable explanations for decisions or actions. It
involves being able to justify and articulate the reasoning
behind a certain

Transparency and explainability are frequently included
together in global Al standards due to their
interconnectedness. Transparency pertains to providing
information about the events that occurred in the Al
system, whereas explainability focuses on elucidating the
process by which a decision was reached using Al. Refer
to the Avrtificial Intelligence Risk Management Framework
(Al RMF 1.0) developed by the National Institute of
Standards and Technology (NIST)8.

Organizations demonstrate transparency by offering
substantial information that informs individuals of their
engagement with Al, such as chatbots, content generated
by Al, or decisions made about individuals using Al, such
as inviting a candidate for an interview. Refer to the
OECD's Recommendation of the Council on Atrtificial
Intelligence®.

Explainability refers to the obligation of companies to
furnish individuals with a clear and concise explanation of
the Al system's rationale and the process by which it
arrives at decisions. This ensures that users are informed
about how the Al system generated the output or made a
particular decision. (Refer the White House's plan for an
Al Bill of Rights: Ensuring that Automated Systems
Benefit the American People™.

The significance of transparency and explainability lies in
their ability to enhance understanding and comprehension.
Organizations should issue a notice of openness and
explainability to persons affected by Al systems for
various reasons.

Initially, it is crucial to issue an Al notification in order to
establish trust and confidence among the public regarding
Al systems. This can be achieved by enabling individuals
to have a deeper understanding of the Al systems and by
giving them a means to exercise their rights, question Al
choices, and seek appropriate remedies. Refer to the
publication "Explaining Decisions Made With Al" by the
UK Information Commissioner's Office!t. Having an open

11 https://ico.org.uk/media/for-organisations/quide-to-data-
protection/key-dp-themes/explaining-decisions-made-with-
artificial-intelligence-1-0.pdf
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relationship with the public through an Al notice is crucial,
as it allows the organization to receive external feedback
on the functionality of its Al systems in real-world settings,
identify model drift, and establish bug bounty programs to
enhance the Al systems.

Transparency and explainability are universally
acknowledged as fundamental concepts of Al that are
essential for ensuring trustworthy Al. As an illustration, the
OECD incorporates transparency and explainability as one
of its five principles based on values. (Please refer to the
OECD Al Principles Overview'?). Major jurisdictions,
including the G7 countries (US, UK, Japan, Canada,
France, Germany, and Italy), have pledged their
commitment to the OECD's Al principles on six
continents. As a result, openness and explainability will
play crucial roles in future Al policies. (Read the
Hiroshima Process International Guiding Principles for
Organizations Developing Advanced Al Systems®.)

3.2 Privacy Concerns

As artificial intelligence (Al) develops, a number of
worries about the privacy of personal data have arisen.
Large volumes of personal data are frequently needed for
Al systems to learn and make predictions, which raises
questions about how this data is gathered, processed, and
stored. Finding the ideal balance between maintaining
safety, promoting innovation, and safeguarding privacy is
a significant problem. Reaching the right balance
necessitates  deliberate  thought and  meticulous
deliberation. Al may significantly increase safety by
identifying and responding to threats sooner(Stahl and
Wright, 2019). However, if managed improperly, it might
infringe upon personal privacy. To be equitable, we must
ensure that the technologies we use to protect computers
and data do not interfere too much with people's personal
lives or impede the development of new
technologies(Genderen, 2017).

Because Al systems can gather, analyze, and interpret large
volumes of data, they have had a substantial influence on
personal privacy. Here are some key points with
connections to related materials:

e Data Collection and Consent: Large datasets,
frequently comprising sensitive and personal
information, are needed for Al development's
training and advancement. It can be difficult to get

12 hitps://oecd.ai/en/ai-principles

13 https://www.mayerbrown.com/-/media/files/perspectives-
events/publications/2024/01/addressing-transparency-and-
explainability-when-using-ai-under-global-
standards.pdf%3Frev=8f001eca513240968f1aea81b4516757
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explicit user authorization for the use of their data,
and there is a fine line to be drawn between
protecting data anonymity and preserving data
utility.

e Al Fairness and Bias: Al systems have the
potential to reinforce biases seen in training sets,
producing unfair and discriminating results. A
major problem lies in striking a balance between
the requirement for precise Al and the obligation
to prevent biased decision-making.

e Data Security and Breaches: As our reliance on
data grows, so does the potential of unwanted
access and data breaches. Preserving strong data
security protocols to stave off cyberattacks is
essential to privacy protection.

e Techniques for Preserving Privacy: It might be
difficult to create Al models that are both efficient
and protect privacy. Model accuracy and
performance are sometimes trade-offs associated
with privacy-preserving strategies such as
differential privacy and federated learning®®.

There are many ways to safeguard our privacy, some are
listed below:

e Privacy by Design: Ensuring data protection is
ingrained in the system's design and procedures
from the outset of Al projects is possible by
putting privacy principles into practice.

e Anonymization and Encryption: You can reduce
the danger of personal data exposure by removing
identifiable information from datasets and
utilizing encryption techniques.

e Data minimization lowers privacy risks and
potential misuse by collecting and retaining only
the minimum amount of data required for Al
development.

e Audit Trails and Accountability: Trust in Al
systems is increased when clear records of Al
choices are kept, and when developers are held
responsible  for their data management
techniques®®.

Laws pertaining to privacy and data protection do not cover
every Al concern. To prevent burdening Al with needless
regulatory requirements or creating uncertainty about

14 https://economictimes.indiatimes.com/news/how-to/ai-and-
privacy-the-privacy-concerns-surrounding-ai-its-potential-
impact-on-personal-data/articleshow/99738234.cms?from=mdr
15 https://iabac.org/blog/ai-and-privacy-balancing-innovation-
with-data-protection

16 https://iabac.org/blog/ai-and-privacy-balancing-innovation-
with-data-protection
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whether regulatory requirements apply, it is imperative to
comprehend and resolve the scope of data protection law
and principles in the quickly evolving context of artificial
intelligence (CIPL 2018). Only when they are used,
correctly implemented, monitored, and/or enforced can
privacy and data protection measures be considered
effective. Additionally, as stated in the European Data
Protection Supervisor Opinion 5/2018 Preliminary
Opinion on privacy by design, for example, “commercial
products and services fully embracing the concept of
privacy by design and by default are limited in their
uptake." Sometimes, the difficulty lies in the efficacy
because the primary goal of the Al system or technology
by itself could directly collide with societal values and
fundamental rights, privacy by design may fail (like
closing the gate after the horse has bolted). This is
especially true of procedures like privacy/data protection
impact assessments(Rodrigues, 2020).

Wachter and Mittelstadt (2019) contend that a new data
protection right, the "right to reasonable inferences," is
necessary to help close the accountability gap currently
caused by "high risk inferences" because the GDPR does
not provide adequate protection against sensitive
inferences (Article 9) or remedies to challenge inferences
or important decisions based on them (Article 22(3)). This
would be helpful, especially if the previously mentioned
methods of addressing the problem are ineffective or
cannot be used.

3.3 Bias in Al Algorithms

Artificial intelligence (Al) bias, also known as machine
learning bias or algorithm bias, is the phenomenon of
biassed outcomes resulting from human prejudices that
corrupt the initial training data or Al algorithm, potentially
producing detrimental outcomes. Unaddressed Al bias can
have a negative effect on an organization's performance as
well as people's capacity to engage in the economy and
society. Bias lowers Al's potential by decreasing its
accuracy'’.

There are several types of biases in Al. Some of them are
the following:

e Selection Bias: When the data used to train an Al
system is not representative of the reality it is
intended to model, selection bias occurs. It can
happen for a number of reasons, including biassed
sampling, insufficient data, and other issues that
could result in an unrepresentative dataset. For
example, a model trained on a dataset containing
exclusively male employees will not be able to

17 https://www.ibm.com/topics/ai-bias
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predict the performance of female employees
with any degree of accuracy.

e Confirmation bias: It is the result of an Al system
that is programmed to place an excessive amount
of weight on preconceived notions or patterns
found in the data. This may fail to spot emerging
patterns or trends and instead serve to confirm pre
existing biases.

e Measurement Bias: When the acquired data
consistently deviates from the relevant variables,
bias arises. A model may not be able to predict
performance of students who drop out of an
online course, for example, if it is trained to
predict students' success in the course but the data
collected only includes information from students
who have finished the course.

e Stereotyping Bias: When an Al system
propagates negative prejudices, this occurs. An
illustration might be if a language translation
system connected particular languages to specific
genders or stereotypes, or if a facial recognition
system had trouble correctly identifying persons
of colour.

e Out-group Homogeneity Bias: This is a type of
out-group homogeneity bias where an Al system
is less able to distinguish between people who are
not in the majority group in the training data.
When working with minority communities, this
could lead to inaccurate or misclassified
information?®.

False outcomes can be detrimental to both businesses and
society as a whole. These are some of the more prevalent
forms of bias in Al:

e Algorithm Bias: If the problem or question posed
is not entirely accurate or precise, or if the
machine learning algorithm's input fails to direct
the search for a solution, misinformation may
ensue.

e Cognitive Bias: Human input is necessary for Al
technology, and people are imperfect. Unseen to
practitioners, personal prejudice might creep in.
This may have an effect on the model's behaviour
or the dataset.

e Exclusion Bias: This kind of bias happens when
significant data is excluded from the dataset being
used, frequently as a result of the developer's
inability to recognise novel and significant
factors.

18 hitps://www.chapman.edu/ai/bias-in-ai.aspx
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e Recall Bias: This occurs when labels are applied
inconsistently by  subjective  observations
throughout the data labelling process?®.

The field of healthcare is witnessing a growing integration
of artificial intelligence (Al) technologies, ranging from
algorithms for image analysis and disease prediction to Al-
enhanced clinical research. In particular, artificial
intelligence (Al) applications in the surgical domain show
potential as instruments for prognosticating surgical
results, as computer vision tools to assist surgeons during
intraoperative surgical navigation, and even as algorithms
to evaluate technical proficiency and surgical
performance(Mittermaier, Raza and Kvedar, 2023).

Kiyasseh et al.'s work, which uses surgical Al systems
(SAIS) on robotic surgery films from three hospitals,
highlights this possible use. SAIS was utilised to evaluate
the proficiency of surgeons doing various surgical tasks,
such as driving and managing needles. Kiyasseh et al.4
applied this Al model and discovered that while it could
accurately evaluate surgical performance, it showed bias.
The SAIS model revealed a bias towards either
overskilling or underskilling at varying rates within the
surgeon sub-cohort. Underskilling occurred when an Al
model incorrectly predicted that a certain surgical skill was
of lower grade than it actually was, hence reducing surgical
performance. In contrast, overskilling occurred when the
Al model incorrectly improved surgical performance by
estimating that a particular skill would be of a better calibre
than it actually was. The negative and positive predictive
values of the Al-based forecasts were used to calculate the
degrees of under skilling and over skilling,
respectively(Kiyasseh, 2023).

3.4 Accountability

The foundation of artificial intelligence (Al) governance is
accountability. The sociotechnical structure of Al systems
and its multidimensional character, however, suggest a
range of ideals, practices, and metrics to which
accountability in Al can refer, therefore it is frequently
defined too imprecisely. We define responsibility in terms
of answerability and identify three criteria of possibility
(authority recognition, interrogation, and limitation of
power) in order to solve this lack of clarity and seven
features (context, range, agent, forum, standards, process,
and ramifications) in its architecture. Four accountability
goals—compliance, report, oversight, and enforcement—
are used to assess this design.(Novelli, 2023)

In terms of the purposes that accountability may fulfill in a
governance framework, the principles, procedures, and
measurements that make up this "architecture" are:

19 https://www.ibm.com/topics/ai-bias
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oversight, reporting, compliance, and enforcement. It is
both evident and inevitable that different accountability
measures must be balanced, and that the specific design
and implementation of these policies will need political,
legal, and ethical discussion regarding acceptable trade-
offs.(Novelli, 2023)

Since Al directly affects consumer trust, brand reputation,
legal responsibility, and ethical considerations,
accountability in the field is essential. Accountability must
be an afterthought when Al-powered systems handle
everything from strategic decision-making to customer
relations. An organization's reputation may suffer, legal
problems may arise, and operational dangers may arise
from unclear accountability systems.

The landscape of responsibility in the field of artificial
intelligence is complex, consisting of multiple entities,
each with distinct roles and duties.

e Al Users: The first line of accountability is carried
out by the people who use Al technologies. It is
their duty to make sure that the Al technologies
they employ are used appropriately, to be aware
of any potential restrictions, and to keep a close
eye on things.

e  Managers of Al Users: It is their responsibility to
make sure their staff members are properly taught
to utilize Al in a responsible manner.
Additionally, they are responsible for keeping an
eye on how Al is used within their teams and
ensuring that it complies with the company's Al
policies and procedures.

e Employers/Companies of Al Users: Companies
that use Al in their operations need to set precise
rules for how it can be used. Since they are
responsible for the outcomes of using Al within
their company, they must have strong risk
management procedures and methods for
handling any events that may arise.

o Al Developers: People and groups who create Al
systems, such as OpenAil, are also accountable for
their actions. They are in charge of making sure
the Al is developed and trained ethically, free of
biases from the start, and equipped with
safeguards against abuse or mistakes.

e Al Vendors: Distributors of Al goods and services
need to make sure they are offering dependable,
ethical, and secure Al solutions. If their product
has flaws or they don't tell the customer about
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potential hazards and restrictions, they can be
held liable.?°

In the quickly changing world of technology today,
artificial intelligence (Al) is by far the most talked-about
subject. Artificial Intelligence is a rapidly developing
technology that is changing several industries, including
sustainability. Artificial intelligence (Al) is a major role in
Al for Environmental Sustainability because of its
potential to improve productivity, reduce waste, and
stimulate innovation. Al also emerges as a critical
instrument in tackling environmental concerns and guiding
us toward a sustainable future. But in order to make sure
that Al is applied responsibly and ethically, we also need
to be aware of the risks and difficulties that it may
provide.?

e Efficiency in Energy Use: By anticipating
patterns in energy usage and optimizing energy
consumption, artificial intelligence (Al) can assist
increase energy efficiency in buildings and
industries. In addition, it can pinpoint regions of
energy waste and offer solutions for cutting it
down.

e Renewable Energy: By anticipating energy
output, enhancing performance, and enhancing
maintenance, artificial intelligence (Al) can
support the development of renewable energy
sources like solar and wind power.

e Smart Grids: By evaluating data from sensors,
meters, and other devices, Al can assist in the
development of smarter energy grids. This can
lower energy waste, increase reliability, and help
utilities better balance the supply and demand of
electricity.

e Smart networks: Artificial intelligence (Al) can
help create smarter electricity networks by
analyzing data from sensors, meters, and other
devices. This can help utilities better balance the
supply and demand of electricity, reduce energy
waste, and boost dependability.

e \Waste Management: By evaluating data on waste
generation, collection, and disposal, Al can help
improve waste management. This can assist
towns and communities in decreasing garbage
and raising recycling rates while also improving
their waste management systems.

20 https://emerge.digital/resources/ai-accountability-whos-
responsible-when-ai-goes-
wrong/#:~:text=Al%20Users'%20Companies%2FEmployers%3
A for%20potential%20A1%2Drelated%20incidents.
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3.5 Societal Impacts

There is increasing concern about how Al may affect
wealth concentration and income inequality. Automation
and Al have the potential to change industries, increase
productivity, and create new jobs. However, society and
the economy have suffered as a result of the widespread
application of Al technology. The displacement of jobs by
Al-powered automation is a serious problem (Zajko,
2022). Repetitive and low-skilled work may be replaced by
robots and Al, leading to significant job losses. This could
exacerbate economic inequality by making it more difficult
for low-income workers to find employment or compel
them to take jobs that pay less. Al's impact on certain
industries may lead to a concentration of wealth. Early
adopters and IT behemoths could get immensely wealthy
and influential as businesses leverage Al to streamline
processes and gain a competitive edge. As a small portion
of society experiences the advantages of adopting Al, other
people would be left behind, widening the economic
divide. Income inequality is also influenced by Al and
technological inequality (Bhambra, 2014).More financial
and technological resources are usually required by smaller
businesses and individuals in order to build and implement
Al systems. Accessibility issues could limit upward
economic mobility and progress, hence exacerbating
income disparity. A multifaceted strategy is required given
Al's effects on wealth and income inequality(Lainjo,
2023).

In the context of artificial intelligence, defining inequality
entails comprehending how these technologies interact
with many social, economic, and ethical dimensions to
create or maintain differences between people or groups
(Kundi, B. et al., 2023). Inequality in this setting can take
several forms:

e Financial Inequality: Al technologies have the
potential to reduce economic inequality through
affecting asset accumulation, income distribution,
and employment opportunities.  Al-driven
automation has the potential to remove humans
from low-skilled or routine jobs, hence increasing
the skills gap between high- and low-skilled
workers. Furthermore, Al-driven advancements
may exacerbate economic inequities by
consolidating wealth and power in the hands of
big firms and wealthy individuals(Farhani and
Ghasemi, 2024)

2 hitps://2030.builders/8-ways-ai-can-contribute-to-
environmental-
conservation/#:~:text=A1%20can%20help%20address%20clima
te,the%20impacts%200f%20climate%20change.
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Unequal Opportunities: Disparities in access to
work, education, and career development may
result from Al. Limited access to Al education
and training programs could result in uneven skill
development and employment opportunities.
Furthermore, by disadvantageously treating
women, minorities, and people from low-income
backgrounds, biased Al algorithms used in
lending, employment, and other decision-making
processes might contribute to the continuation of
structural inequality(Farhani and Ghasemi, 2024)

Inequality in Society: Because Al algorithms are
trained on past data that contains prejudices and
discrimination, Al technologies have the potential
to exacerbate already-existing social injustices. In
domains including criminal justice, healthcare,
and public service access, biased Al systems can
yield discriminatory results that
disproportionately impact underprivileged people
and sustain social injustice(Farhani and Ghasemi,
2024).

Digital Disparities: Digital inequality may result
from regional, socioeconomic, and demographic
variations in the use and accessibility of Al
technologies. Digital divides can be caused by
differences in high-speed internet access, digital
literacy, and Al resources, which can prevent
people from taking full advantage of Al-driven
breakthroughs and the digital economy(Farhani
and Ghasemi, 2024).

Al is being used in a wide range of complex ways to
address global concerns. Artificial Intelligence (Al)
facilitates progress in data analysis, prediction, and
decision-making, leading to solutions that improve
communities globally. Emphasis areas include:

Healthcare: Medical imaging analysis for early
disease identification, predictive analytics for
individualized diagnosis and treatment planning,
and computer modeling to speed up drug
discovery are all examples of healthcare Al in the
global healthcare system. Artificial Intelligence
(Al) enables remote patient monitoring for
proactive health management and clinical
decision support systems to optimize treatment
options. Through the analysis of demographic and
disease data, it improves equity and efficiency in
the allocation of healthcare resources.

Education:  Artificial Intelligence provides
revolutionary answers to the world's educational
problems. Al algorithms are used by adaptive
learning systems to customize learning
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experiences by modifying the pace and content to
meet the needs of each individual student. To
enhance student learning and comprehension,
intelligent tutoring systems offer customized
feedback and interventions.  Additionally,
students can find pertinent materials that match
their interests and learning objectives with the use
of Al-powered educational content
recommendation engines. Artificial intelligence
(Al)-powered language translation systems
facilitate multilingual access to educational
information and foster inclusivity by removing
language barriers.

Poverty Allevation: Al offers creative answers in
a variety of fields, making it a promising approach
to tackling global difficulties in poverty
alleviation. First off, underprivileged populations
may now more easily access banking services,
improving their ability to borrow, save, and
manage their money. This is made possible by Al-
powered  financial inclusion programs.
Additionally, by enhancing the effectiveness and
impact of microcredit programs with Al
algorithms, microfinance optimization empowers
small enterprises and entrepreneurs in low-
income regions. Additionally, Al-driven poverty
mapping and analysis pinpoint the regions and
demographics most impacted by poverty,
facilitating the distribution of resources and
focused actions. Al-powered job matching
services facilitate the connection between job
seekers and employment possibilities that align
with their preferences and skill set, thereby
promoting economic empowerment and lowering
unemployment rates.

Humanitarian Aid: Al has a lot to offer in terms
of improving international humanitarian relief
efforts. First, early warning systems for conflicts
and natural catastrophes are made possible by Al-
driven predictive modeling and data analysis,
which also makes proactive response and
mitigation plans possible. Furthermore, by
optimizing route planning and supply chain
management, Al-powered logistics optimization
increases the effectiveness of aid distribution by
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guaranteeing the timely delivery of vital
commodities to impacted communities??.

The following are some notable effects of using Al for
social good initiatives:

e Enhanced Service Access: Al-powered solutions
have improved quality of life and decreased
inequality by giving underprivileged
communities more access to basic services like
clean water, healthcare, and education.

e Increased Accuracy and Efficiency: Al has helped
businesses reduce costs, boost productivity, and
produce better results by enabling them to make
data-driven  decisions, improve  resource
allocation, and streamline operations.

e Community Empowerment: Communities now
have more capacity to advocate for their needs,
take part in decision-making processes, and
obtain knowledge and resources to deal with local
issues thanks to Al technologies.

e Quicker Advancement of the Sustainable
Development Goals: The United Nations
Sustainable Development Goals (SDGs), which
include those pertaining to health, education,
environmental  sustainability, and poverty
alleviation, are being achieved by nations through
the use of Al for social good.

The widespread adoption of generative Al models like
ChatGPT, Bard, and Bing, all of which are accessible to
the general public, has prominently placed artificial
intelligence in the spotlight this year. Currently,
governments in countries such as China, Brazil, and Israel
are actively seeking ways to utilize the revolutionary
potential of Al, while simultaneously controlling its
negative aspects and establishing regulations for its
application in daily life.

4. Cross Country Analysis of Al Regulations

The past year i.e. 2023-24, saw remarkable advancements
in Al like GPT-4, which dramatically improved how
technology interacts with human language. However, these
advancements came with cases of deceptive use, such as
the proliferation of deepfakes. In a year marked by
elections in over 50 countries, the need for Al regulation
that encourages innovation while safeguarding against
misuse becomes increasingly important.

22 https://www.linkedin.com/pulse/artificial-intelligence-social-
good-addressing-global-singh-cpfxc

23 https://www.washingtonpost.com/world/2023/09/03/ai-
regulation-law-china-israel-eu/

Int. j. eng. bus. manag.
www.aipublications.com

Principles Governing Ethical Development and Deployment of Al

With the imminent adoption of the Al Act in the EU, the
world’s first comprehensive Al law, the focus has once
again shifted on the imperatives of regulating Al. In the
section below we have looked at the various Al regulations
across the world and based on the framework that we have
developed in our study we have tried to evaluate the
effectiveness of various Al regulations around the world.

Some prominent initiatives are discussed below:

® FEuropean Union:The European Commission put
up the first EU Al regulation framework in April
2021. It claims that Al systems that have a variety
of uses are analyzed and categorized based on the
risks they present to consumers.Ensuring that Al
systems employed in the EU are safe, transparent,
traceable, non-discriminatory, and
environmentally friendly is a top concern for the
Parliament. To avoid negative effects, humans
should supervise Al systems rather than relying
solely on automation.Additionally, Parliament
wants to define Al uniformly and technology-
neutrally so that it can be used with future Al
systems?,

® United States: The United States depends on a
combination of basic principles and industry-
specific laws (such as those pertaining to
healthcare and finance) in lieu of a complete
federal Al law. Federal organizations that focus
on fairness and transparency, such as the FTC,
offer guidelines on the usage of Al

® Canada: The Digital Charter Implementation Act
2022, or draft law C-27, was submitted by the
federal government of Canada on June 16, 2022.
The Artificial Intelligence and Data Act (AIDA),
the first Al Act in Canada, is included in Part 3 of
the legislative package. By mandating specific
individuals to take actions to lessen the risk of
harm and biased results connected with high
performance Al systems, AIDA seeks to regulate
commerce in Al systems both internationally and
within provinces. It gives the Minister the
authority to require the disclosure of documents
pertaining to Al systems and allows for public
reporting. Additionally, the Act forbids specific
data processing and Al system behaviors that
could seriously endanger people or their interests.
The Bill is currently (as of March 2023) in its

2https://www.europarl.europa.eu/topics/en/article/20230601ST
093804/eu-ai-act-first-regulation-on-artificial-intelligence

25 https://linkedin.com/pulse/ai-regulations-around-world-
comprehensive-overview-kalpesh-prajapati
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second reading in the House of Commons and still
needs Senate approval?.

® China: The "Next Generation Artificial
Intelligence Development Plan" was initially
created by the Chinese State Council in 2017. The
publication of ethical principles pertaining to Al
occurred in 2021. Then, China released two rules
in January 2022 that dealt with particular
applications of Al. Although the draft deep
synthesis provisions are still in the draft stage, the
provisions on the management of algorithmic
recommendations of internet information services
(also known as the algorithm provisions) have
been in effect since March 2023%. On May 25,
2019, the Beijing Al Principles were made public.
The principles were developed under the direction
of Prof. Yi Zeng of the Chinese Academy of
Sciences, and were released by Beijing Academy
of Artificial Intelligence (BAAI). Leading
universities, including Tsinghua University and
Peking University, as well as national research
institutions,  including  the Institute  of
Automation, Chinese Academy of Sciences,
Institute of Computing Technologies, and

Principles Governing Ethical Development and Deployment of Al

Artificial Intelligence Industry Technology
Innovation ~ Strategic ~ Alliance  (AITISA),
officially endorsed the principles on the day of
their release?.

Academic computer scientists that specialize in artificial
intelligence, such as Yoshua Bengio and Geoffrey
Hinton—the "godfathers" of generative Al and recipients
of the Turing prize—warn of grave dangers that could
endanger humankind as a whole. "Mitigating the risk of
extinction from Al should be a global priority alongside
other societal-scale risks such as pandemics and nuclear
war," is the statement signed by Bengio, Hinton, Bill
Gates, top executives from Google, Microsoft, OpenAl,
and many other notable figures in the field of artificial
intelligence, including those from China and Russia.
Proposals have also been made to put a stop to the creation
of Al models stronger than ChatGPT 4. According to Elon
Musk, "we're summoning the demon with AL" Low-
probability, high-impact events should be regarded
seriously, according to the precautionary principle. Al
directly affects military prowess, national security, and
international economic competitiveness. This creates
pressure to take localized stances even though many of the
problems are global in scope?.

Table 1: Cross-Country Comparison of the efficacy of Al Regulations globally

understandable.

high bar for data
privacy, which
also applies to
Al development.

users of high-risk
Al systems
accountable.

Ethical Transparency Bias Privacy Accountability Societal Impacts
Aspects: Concerns
EU (European | The EU Al Act The EU is The EU's The EU Al Act The EU is
Union) promotes developing General Data establishes a exploring the
transparency by guidance to Protection framework for potential societal
requiring high-risk | address bias in Regulation holding impacts of Al,
Al systems to be Al systems. (GDPR) sets a developers and such as job

displacement and
algorithmic bias.

Zhttps://www.taylorwessing.com/en/interface/2023/ai---are-we-
getting-the-balance-between-regulation-and-innovation-right/ai-
regulation-around-the-world
ZThttps://www.taylorwessing.com/en/interface/2023/ai---are-we-
getting-the-balance-between-regulation-and-innovation-right/ai-
regulation-around-the-world
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28 https://ai-ethics-and-governance.institute/beijing-artificial -

intelligence-principles/

2 https://www.csis.org/blogs/strategic-technologies-blog/ai-

regulation-coming-what-likely-outcome
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Canada Canada’s AIDA Canada Canada The Government | Canada recognizes
Companion recognizes that | leverages its of Canada is the potential for
mentions that Al biased data leads | robust privacy committed to Al to exacerbate
should be to biased Al. legislation, the broad and social inequalities.
transparent about They advocate Personal inclusive They promote
how and when we | for diverse Information consultations with | inclusive Al
are using Al, datasets and are | Protection and the public and key | development that
starting with a clear | exploring Electronic stakeholders, benefits all
user need and techniques to Documents Act | including Al Canadians, not
public benefit. de-bias existing | (PIPEDA), to industry leaders, just a select few.

data. ensure academics and This might involve

responsible data | civil society, to ensuring diverse

collection and ensure that the representation in

use in Al new regulations Al development

development. meet the teams and
expectations of addressing
Canadians. accessibility

issues.

China China participates | China lacks There's a There are no China views Al as
in international specific potential established laws a key driver for
discussions on Al regulations conflict between | or policies economic growth
ethics, including directly China's desire specifically and national
the Organization addressing bias | for data-driven | addressing competitiveness.
for Economic Co- in Al Al development | accountability for | They heavily
operation and development. and its citizens' | Al development invest in Al
Development However, there | right to privacy. | and deployment in | research and
(OECD) work on are hints that Balancing these [ China. development,

Al principles. bias is becoming | two aspects aiming to use Al

These principles a recognized remains a in various sectors

emphasize concern. challenge. like

transparency as a manufacturing,

key aspect of healthcare, and

trustworthy Al.% transportation.
While this can
benefit society, it
also raises
concerns about job
displacement and
income inequality.

Japan Al Utilisation Al Utilisation PIPA(Personal | Japan's approach | Society 5.0 ,this
Guidelines, issued | Guidelines, Information to accountability national initiative
by the government, | these guidelines | Protection Act), | in Al is still under | aims to integrate
emphasise emphasise this existing law | development. Al into everyday
transparency as a fairness and forms the life to address
key principle for non- foundation for societal
responsible Al discrimination data privacy challenges. Japan
development. They | in Al protection in sees Al as a tool to

30 https://oecd.ai/en/ai-principles
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recommend
developers keep
records of Al input
and output logs to
ensure
accountability.

development.
They
recommend
developers
consider
potential biases
in data and
algorithms and
take steps to
mitigate them.

Japan. It applies
to Al
development as
well, ensuring
developers
obtain user
consent for data
collection and
manage
personal data
responsibly.

improve areas like
healthcare for an
ageing population,
disaster
management, and
personalised
education®,

South Korea

National Strategy
for Al1(2019), this
strategy emphasises
"human-centred
Al" and highlights
transparency as a
key principle®.

National Al
Ethics Charter
(2020), This
charter
emphasises
fairness and
non-
discrimination
in Al
development.

South Korea
boasts a robust
data privacy
law. This law
applies to Al
development as
well, ensuring
developers
obtain user
consent for data
collection and

National Al Ethics
Charter (2020),
this charter
emphasises
accountability as a
key principle. It
encourages
developers to
establish clear
lines of
responsibility for

The government
invests in research
and development
of Al for social
applications. This
could involve Al-
powered tools for
early disease
detection,
personalized
learning platforms,

manage all stages of the or Al-assisted
personal Al lifecycle. environmental
information monitoring.
responsibly
throughout the
Al lifecycle.
Singapore Model Al Model Al The Personal Model Al Al for Everyone
Governance Governance Data Protection | Governance Initiative, this
Framework (2019), | Framework Act (PDPA) Framework initiative promotes
this framework (2019), this forms the (2019), this the accessibility
establishes framework foundation for framework lays and responsible
transparency as a establishes data privacy the groundwork use of Al across
core principle. It fairness and protection in for accountability | all segments of
emphasises the non- Singapore. by emphasising society.
need for Al discrimination human oversight
decision-making to | as core and control over
be explainable and | principles. Al systems.
transparent.
United The UK Ethics, General Data Ethics, The UK's
Kingdom (UK) | acknowledges that | Transparency Protection Transparency and | government
absolute and Regulation Accountability outlines a vision
transparency might | Accountability (GDPR), this Framework for a responsible
not always be Framework robust data (2023), this and beneficial

31 https://www.mdpi.com/2071-1050/13/12/6567

32 hitps://wp.oecd.ai/app/uploads/2021/12/Korea_National Strateqy for Artificial Intelligence 2019.pdf
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achievable or (2023), this privacy law framework future with Al.
desirable for all Al | framework applies to Al establishes
systems. Their emphasises the | developmentas | principles for
approach focuses importance of well. accountability in
on "appropriate fairness and Al.
transparency." non-
discrimination
in Al
development.
USA The National The National Existing privacy | The USA lacksa | The USA, a leader
Artificial Artificial laws like the single, in Al
Intelligence Act of | Intelligence Act | Health comprehensive development, also
2020, this act of 2020, this act | Insurance law establishing acknowledges the
emphasises the emphasises the | Portability and clear lines of potential societal
importance of need for fair and | Accountability | accountability for | impacts, both
trustworthy Al unbiased Al Act (HIPAA) Al. positive and
development. development and the Gramm- negative, that Al
Transparency is a Leach-Bliley brings.
key aspect of Act (GLBA)
trustworthiness, apply to specific
and the act sectors and
encourages influence how
research on Al interacts with
methods for personal data in
making Al models those domains.
more interpretable. These
regulations
establish
safeguards for
protecting
sensitive
information.
OECD OECD OECD OECD OECD countries According to their
Countries Recommendation Recommendatio | Recommendatio | recognize the document, Al
on Atrtificial n on Atrtificial n on Atrtificial importance of should benefit
Intelligence (2019), | Intelligence Intelligence clear people and the
this document (2019), this (2019), this accountability for | planet, promoting
establishes core document includes Al systems, inclusive growth,
principles for emphasizes protecting considering the sustainable
trustworthy Al, fairness, non- individual potential risks and | development, and
with transparency discrimination, privacy ethical well-being.
being a central and throughout the implications.
pillar. accountability in | Al lifecycle,
Al development | from data
collection to
model
deployment.
India National Strategy National Unlike the EU's | National Strategy | Mission on
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for Artificial Strategy for
Intelligence Artificial
(NSAL), this 2018 Intelligence
document, (NSAI), this
developed by NITI | 2018 document,
Aayog (India's developed by
policy think tank), | NITI Aayog
emphasizes the (India's policy
importance of think tank),
"#AIlforALL," emphasizes the
which includes importance of
principles of "#AlforALL,"
transparency in Al | which includes
development33, principles of
fairness in Al

development,

GDPR, India
currently lacks a
single,
comprehensive
law governing
data privacy.
However, the
Personal Data
Protection Bill
(PDP Bill),
currently under
consideration, is
expected to
address privacy
concerns in Al
development.

for Artificial
Intelligence
(NSAL), this paper
highlights the
need for
establishing an
"accountability
framework" for Al
systems, but the
specifics are still
under discussion.

Acrtificial
Intelligence
(MAI), launched
in 2018, aims to
foster research and
development in Al
for social good.

Table 1 provides a comprehensive overview of the various
Al regulatory frameworks and their key features across
different countries and regions. It highlights the principles
and focus areas that guide Al governance and ethics
globally. The table covers several prominent jurisdictions,
including the European Union (EU), United States (US),
Canada, China, Japan, South Korea, Singapore, the United
Kingdom (UK), OECD countries, and India.

1.

Transparency and Explanability

Most regions, including the EU, US, Japan, and
OECD countries, emphasize transparency and the
need for Al systems to be explainable. This
ensures that Al operations are clear and
understandable to users and stakeholders. With its
"Explainable Al" Act, which calls for justifications
for Al actions deemed to be high-risk, the EU is
setting the standard. Other countries, like South
Korea and Canada, are developing national
initiatives with transparency as a key component.
To encourage transparency, the USA uses a
combination of industry initiatives and non-
binding instruments.

Bias and Fairness

Fairness and non-discrimination are critical
principles in Al governance. The National Al
Ethics Charter in South Korea and the Model Al
Governance Framework in Singapore highlight the
importance of ensuring Al systems do not
perpetuate biases and are equitable in their
operations. Every nation recognises the perils of

33 National Strateqy for Artificial Intelligence (niti.gov.in)

34 National Strateqy for Artificial Intelligence (niti.gov.in)
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prejudice. The Al policy of the European Union
incorporates  anti-discrimination  principles.
Canada prioritises data governance in order to
reduce bias in training datasets. China's Al
development rules prioritise justice, despite the
country's weak legal framework.

Privacy Concerns:

Data privacy is a significant concern across all
regions, with laws such as the General Data
Protection Regulation (GDPR) in the EU and the
Personal Data Protection Act (PDPA) in Singapore
setting the standards for data protection in Al
development. The industry benchmark for privacy
in Al is the General Data Protection Regulation
(GDPR) of the European Union. Other nations,
like as Canada, make use of already-existing
privacy regulations, while South Korea has rules
specifically designed to safeguard Al data. The US
relies on a combination of industry initiatives and
sector-specific laws to protect privacy in Al.

Accountability:

Clear accountability frameworks are stressed in
regions like the US and South Korea, where there
is a focus on defining responsibility across the Al
lifecycle. This involves setting up mechanisms to
hold developers and users accountable for the
decisions made by Al systems.  High-risk
applications must adhere to accountability
standards outlined in the EU's proposed Al Act.
Canada is investigating sector-specific laws.
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While internal organisational structures are being
developed in the USA and Japan, there are no
established legal channels for accountability.

5. Societal Impacts:

The societal implications of Al, such as its
potential to exacerbate social inequalities or
contribute to economic and social well-being, are
considered in various strategies. Initiatives like
Japan's Society 5.0 and India's National Strategy
for Artificial Intelligence emphasize leveraging Al
to address societal challenges and improve quality
of life. Al for social benefit is a commitment made
by many nations. The EU promotes the
development of Al for health. A key component of
Canada's Digital Charter is inclusiveness and
justice. Al is given top priority in China for social
and economic advancement. A national plan
centred on Al for social challenges is in place in
South Korea. Initiatives are being taken in the
USA to combat possible Al-related job
displacement.

4.1 Global Regulatory Initiatives

e European Union (EU): Focuses on comprehensive
data protection (GDPR) and establishing ethical Al
principles.

e United States (US): Emphasizes trustworthy Al
development with acts like the National Artificial
Intelligence Act.

e Canada: Implements strategies that align with
ethical Al use and governance.

e China: Develops Al policies with a focus on state
control and strategic advancements.

e Japan: Promotes the integration of Al into societal
structures through initiatives like Society 5.0.

e South Korea: Advocates for human-centered Al
with national strategies highlighting transparency
and ethics.

e Singapore: Leads with the Model Al Governance
Framework to ensure transparency, fairness, and
accountability.

e United Kingdom (UK): Proposes visions for a
responsible Al future with emphasis on ethics and
transparency.

e OECD Countries: Adopts OECD Al principles
that  stress  transparency, fairness, and
accountability.
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e India: Implements Al strategies with a focus on
inclusive growth and societal benefits through the
"#AlforALL" initiative.

Table 1 encapsulates the global consensus on the
importance of ethical principles in Al development. It
reflects the universal acknowledgment of transparency,
accountability, and fairness as fundamental to trustworthy
Al systems. Each region’s regulatory framework, while
tailored to its specific context, collectively contributes to a
global effort to harness Al responsibly and ethically.

In summary, we can safely postulate that a global movement
is underway to produce Al that is more morally sound. The
European Union leads the way in extensive rules. Other
developed nations are using similar strategies. The United
States of America depends on both industry and legislative
initiatives. India and other emerging economies are setting
up frameworks to deal with ethical issues in Al. In order to
promote global cooperation and ethical Al development and
practices, the OECD is essential.

V. FUTURE OF Al ETHICS

The future of Al ethics is a constantly changing field that
will  significantly  influence  the  development,
implementation, and regulation of Al technologies. Key
areas expected to shape the landscape of Al ethics include:

5.1 Emerging Ethical Challenges

e Advancements in Al will bring about new
ethical issues, particularly in the realms
of autonomous systems, generative Al,
and Al-driven decision-making. This will
require ongoing ethical evaluation and
the adaptation of existing frameworks to
address these new dilemmas.

e  Autonomous Systems: Developing robust
frameworks to ensure the safety,
accountability, and human rights
protection for autonomous Al systems,
such as self-driving cars and drones.

e Generative Al: Addressing ethical
concerns  related to  ownership,
authenticity, and potential misuse of Al-
generated content.

5.2 Global Collaboration

The international scope of Al development
necessitates global cooperation to address ethical
implications worldwide. Collaborative efforts will
help create common standards and guidelines that
cross national borders, promoting ethical Al
practices globally.
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e International Standards: Efforts by
organisations like the OECD and
initiatives like the EU’s Al Act aim to
create harmonised international standards
for Al ethics.

e Cross-Border Regulations: Collaborative
regulatory frameworks will manage the
ethical deployment of Al technologies
across different jurisdictions.

5.3 Integration into Society

As Al becomes more integrated into daily life, it
will raise ethical questions about its societal
impact.

e Social Equity: Ensuring Al benefits all
societal segments and does not worsen
existing inequalities will be crucial.

e Public Trust: Building and maintaining
public trust in Al systems will require
transparency, accountability, and
consistent ethical standards.

5.4 Ethical Al Research and Development

Ongoing research will need to explore the ethical
dimensions of Al to stay ahead of potential issues.
This includes developing methodologies and tools
to ensure Al systems are ethically sound.

e Bias Mitigation: Techniques to detect,
measure, and reduce biases in Al systems
will be essential to ensure fairness.

e Privacy Protection: Innovations in
privacy-preserving technologies will help
balance data utility with privacy
protection.

5.5 Policy and Governance

Policymakers will significantly influence the
ethical landscape of Al through legislation and
governance frameworks that enforce ethical
standards and protect public interests.

e Regulatory Evolution: Al regulations
must continually evolve to address new
ethical challenges and technological
advancements.

e FEthics Review Boards: Establishing
ethics review boards and regulatory
bodies dedicated to Al will ensure
ongoing oversight  and ethical
compliance.
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5.6 Long-Term Visions

The long-term vision for Al ethics involves
integrating ethical considerations into Al
development and deployment processes.

e Ethical by Design: Embedding ethical
principles into Al system design from the
beginning to preemptively address
potential issues.

e Sustainable Al: Promoting sustainable Al
development practices that consider
environmental impacts and societal well-
being.

5.7 Education and Awareness

Raising awareness and educating stakeholders
about Al ethics is crucial to ensure that developers,
users, and policymakers understand and uphold
ethical standards.

e Curriculum Development: Integrating Al
ethics into educational curricula for
computer science and related fields to
prepare future professionals.

e Public Engagement: Engaging with the
public to explain Al technologies and
their ethical considerations, building
informed and supportive communities.

Thus it is evident that the future of Al ethics will
significantly shape all aspects of Al, from Al development
to implementation as well as regulation. Key areas include
addressing emerging ethical challenges in autonomous
systems and generative Al, requiring ongoing evaluation
and adaptation of frameworks. Global collaboration will be
essential to create international standards and cross-border
regulations for ethical Al practices.

As Al integrates into society, ensuring social equity and
public trust will be critical through transparency and
accountability. Continuous research will focus on bias
mitigation and privacy protection. Policymakers will
influence Al ethics through evolving regulations and ethics
review boards. Long-term goals include embedding ethical
principles in Al design and promoting sustainable practices.
Education and public awareness will be crucial to foster
understanding and support for ethical Al development.

V. CONCLUSION

Artificial intelligence (Al) stands out as a transformative
force with enormous potential in an era of rapid
technological advancements. This research paper has
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delved into the multifaceted ethical considerations and
societal impacts that accompany the development and
deployment of Al technologies. Through a comprehensive
review of existing literature and case studies, we have
highlighted key concerns and proposed strategies to address
these challenges.

Our exploration underscored the importance of
transparency, accountability, and privacy in the ethical
application of Al. The potential for Al to perpetuate biases,
infringe on privacy, and disrupt employment necessitates
robust governance frameworks. Ensuring that Al
technologies are developed and deployed in ways that
uphold human dignity and contribute to the common good
is paramount.

We identified significant gaps in current regulatory
frameworks and emphasised the need for international
collaboration to establish comprehensive ethical guidelines.
The survey of literature revealed a global consensus on
several ethical principles, yet the implementation of these
principles varies widely across different regions and
sectors. This variation underscores the need for a
harmonised approach to Al ethics.

The societal impacts of Al are profound, affecting
everything from healthcare and education to employment
and social equity. As Al systems become more integrated
into our daily lives, the potential for both positive and
negative outcomes grows. Addressing these impacts
requires a concerted effort from policymakers, industry
leaders, and researchers to promote responsible innovation
and mitigate risks.

Future research should continue to focus on the evolving
ethical challenges posed by advancements in Al,
particularly in areas like autonomous systems and
generative Al. Collaborative efforts at the international
level will be crucial in shaping an ethical framework that
can keep pace with technological innovation.

The future of Al ethics will be shaped by ongoing
technological ~ advancements,  evolving  regulatory
landscapes, and the collective efforts of global stakeholders.
By proactively addressing emerging ethical challenges,
fostering international collaboration, and embedding ethical
principles into Al development, we can ensure that Al
technologies benefit society while safeguarding against
potential harms.

In conclusion, while Al holds the promise of substantial
benefits for society, it also poses complex ethical dilemmas
that ought to be carefully managed. By fostering a
commitment to ethical Al development and deployment, we
can harness the power of Al to drive positive change while
safeguarding against its potential harms. The path forward
requires vigilance, collaboration, and a steadfast dedication
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to the principles of transparency, accountability and
fairness.
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